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Abstract of the contribution: This contribution proposes to update solution #2 for key issue #1 in section 6.1.2 in TR 23.733.
1. Discussion
This paper aims to address the open editor’s notes in section 6.1.2.
The first Editor’s note:

Editor’s note: Whether and how dynamic control for the list of authorized eRemote-UE accessing LTE network via eRelay-UE based on of the subscription information from HSS is supported by this solution is FFS.

If the dynamic control is supported, especially when an eRemote-UE is removed from the authorisation list of the eRelay-UE, the eRelay-UE’s MME will need to notify the eRemote-UE’s MME and the eRemote-UE’s MME needs to further disable the authorisation in eNB and send notification to the eRemote-UE. Supporting this scenario will make this feature very complicated, optimization to support the dynamic control can be further studied in Rel-16.
Proposal 1: Dynamic control for the eRemote-UE accessing LTE network via eRelay-UE by network is not supported in Rel-15.

The second Editor’s note:

Editor’s Note: Authorisation of an eRemote-UE to access the network through a layer 2 eRelay-UE after initial attach procedure is FFS.

Two new subsections with figures and call flows are added to address this EN.

The third Editor’s note:

Editor's note:
How to use the eRelay-UE's eNB UE S1AP ID is FFS.
It’s clarified within the step description.
2. Proposal
It is proposed to agree the following solution update into TS 23.733.
* * * First change * * * *

6.1.2
Solution 2: Authorisation of eRelay-UE and eRemote-UE
6.1.2.1 
Description
6.1.2.1.1
General
This solution addresses key issue #1.

6.1.2.1.2
Authorisation of an eRelay-UE to be a layer 2 relay

The eRelay-UE follows the currently defined attach procedure in clause 5.3.2.1 of TS 23.401 [4], normal authentication and authorisation procedure happens during attach procedure.

In the Attach Request message, the eRelay-UE indicates its layer 2 relay capability as part of UE Network Capability, MME stores the capability indication.

From the downloaded subscriber profile, MME will be provided by HSS the layer 2 relay authorization information (i.e. list of IMSIs of eRemote-UEs allowed to access to LTE network via this eRelay-UE, or indication of any eRemote-UE are allowed to access LTE network via this eRelay-UE) and checks if the eRelay-UE is authorised to be a layer 2 relay, and further sends the authorization to eNB as following:

-
If the UE is enabled for layer 2 relay and also authorised to be a layer 2 relay based on the subscription data, the MME shall include indication of layer 2 relay authorised in the “ProSe authorised” indication in the S1 AP Initial Context Setup Request as defined in TS 36.413 [5].

-
Otherwise, MME shall not include indication of layer 2 relay authorised in the “ProSe authorised” in the S1 AP Initial Context Setup Request as defined in TS 36.413 [5]. 

NOTE: Dynamic control for the list of authorized eRemote-UE accessing LTE network via eRelay-UE based on the subscription information from HSS is not supported by this solution.
6.1.2.1.3
Authorisation of an eRemote-UE to access the LTE network through a layer 2 relay UE
This section will address how to enable the eRemote-UE to access LTE network via an eRelay-UE. Following scenarios are addressed:

· When the eRemote-UE has not attached to the LTE network using direct 3GPP communication, Attach procedure will be used as shown in clause 6.1.2.1.3.1.

· When the eRemote-UE has attached to the LTE network and is in idle mode, both TAU and Service Request procedure can be used as shown in clause 6.1.2.1.3.2 and clause 6.1.2.1.3.3 respectively.

· When the eRemote-UE has attached to the LTE network and is in active mode, the path switch procedure from direct 3GPP communication to in direct 3GPP communication as shown in solution for key issue #5 in section 6.5.X will be used.


6.1.2.1.3.1 Authorisation of an eRemote-UE accessing eRelay-UE during Attach Procedure
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Figure 6.1.2.1.3-1: During Attach Procedure
1. PC5 based eRelay-UE discovery and selection and PC5 connection establishment.

2. The eRemote-UE sends a PC5 Information Request message to the eRelay-UE. The eRelay-UE responds with a PC5 Information Response message including the GUTI of the eRelay-UE. 

If eRelay-UE has not attached to LTE network when receiving PC5 Information message, it will attach to the LTE network after step 2a, the authorization procedure for eRelay-UE will be done during this procedure as described in clause 6.1.2.1.2. Step 2b happens after eRelay-UE’s successful attach procedure.
If the eRelay-UE has attached to LTE network but it is in idle mode when receiving PC5 information message, it will trigger the Service Request procedure to go into active mode after step 2a. The authorization information of eRelay-UE will be sent to eNB in the S1-AP message as described in Figure 5.3.4.1-1 of TS 23.401. Step 2b happens after eRelay-UE’s Service Request procedure.
3. The eRemote-UE sends an initial Attach Request message to eNB via eRelay-UE including the indication of Layer 2 access enabled and the GUTI of the eRelay-UE.

4. The eNB selects the MME for the eRemote-UE and forwards the Attach Request message to the eRemote-UE’s MME.

5a-8b. Same with steps from 3 to 6 in Figure 5.3.2.1-1 of TS 23.401.

9. The eRemote-UE’s MME sends an Authorization Request message to the eRelay-UE’s MME including the IMSI of the eRemote-UE, GUTI of the eRelay-UE and layer 2 relay access enabled indication. The eRelay-UE’s MME checks in the eRelay-UE’s MM Context whether this eRemote-UE is allowed to access the LTE network via the eRelay-UE and responds with an Authorization Response message including Authorization Result and eRelay-UE’s eNB UE S1AP ID.

When the eNB receives the eRelay-UE’s eNB UE S1AP ID, it will know which eRelay-UE the eRemote-UE is authorised to access via and corresponding EPS bearers of the eRemote-UE will be mapped to eRelay-UE’s subsequently according to this information.
Editor's note:
Whether there is any security threat for an eRelay-UE using an eRemote-UE IMSI is depending on SA WG3 conclusion.


10. Same with steps 7 to 16 in Figure 5.3.2.1-1 of TS 23.401.

11. The eRemote-UE’s MME sends an Initial Context Setup Request message to the eNB including the indication of Layer 2 relay authorized and the eRelay-UE’s eNB UE S1AP ID. The eNB stores the authorization of the eRemote-UE accessing LTE network via the eRelay-UE.
12-13. RRCConnectionReconfiguration happens between the eNB and eRelay-UE.

14-15. RRCConnectionReconfiguration happens between the eNB and the eRemote-UE.

16. Same with steps 20 to 26 in Figure 5.3.2.1-1 of TS 23.401.
6.1.2.1.3.2 Authorisation of an eRemote-UE accessing eRelay-UE during TAU Procedure
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Figure 6.1.2.1.3-2: During TAU Procedure with SGW change when eRemote-UE is in IDLE mode
1. PC5 based eRelay-UE discovery and selection and PC5 connection establishment.

2. The eRemote-UE sends a PC5 Information Request message to the eRelay-UE. The eRelay-UE responds with a PC5 Information Response message including the GUTI of the eRelay-UE.
If eRelay-UE has not attached to LTE network when receiving PC5 Information message, it will attach to the LTE network after step 2a, the authorization procedure for eRelay-UE will be done during this procedure as described in clause 6.1.2.1.2. Step 2b happens after eRelay-UE’s successful attach procedure.

If the eRelay-UE has attached to LTE network but it is in idle mode when receiving PC5 information message, it will trigger the Service Request procedure to go into active mode after step 2a. The authorization information of eRelay-UE will be sent to eNB in the S1-AP message as described in Figure 5.3.4.1-1 of TS 23.401. Step 2b happens after eRelay-UE’s Service Request procedure.
3-4. The eRemote-UE sends a NAS TAU Request via eRelay-UE to its new MME including the indication of Layer 2 relay access enabled and GUTI of the eRelay-UE.

5-7. Same with steps 4 to 7 in Figure 5.3.3.1-1 in TS 23.401.

8. The eRemote-UE’s new MME sends an Authorization Request message to the eRelay-UE’s MME including the IMSI of the eRemote-UE, GUTI of the eRelay-UE and Layer 2 relay access enabled indication. The eRelay-UE’s MME checks in the eRelay-UE’s MM Context whether this eRemote-UE is allowed to access the LTE network via the eRelay-UE and sends an Authorization Response message to the eRemote-UE’s new MME including the Authorization Result and eRelay-UE’s eNB UE S1AP ID.

When the eNB receives the eRelay-UE’s eNB UE S1AP ID, it will know which eRelay-UE the eRemote-UE is authorised to access via and corresponding EPS bearers of the eRemote-UE will be mapped to eRelay-UE’s subsequently according to this information.
9. Same with steps 8 to 21 in Figure 5.3.3.1-1 of TS 23.401.

6.1.2.1.3.3 Authorisation of an eRemote-UE accessing eRelay-UE during Service Request Procedure
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Figure 6.1.2.1.3.3-3: During Service Request procedure
1. PC5 based eRelay-UE discovery and selection and PC5 connection establishment.

2. The eRemote-UE sends a PC5 Information Request message to the eRelay-UE. The eRelay-UE responds with a PC5 Information Response message including the GUTI of the eRelay-UE.
If eRelay-UE has not attached to LTE network when receiving PC5 Information message, it will attach to the LTE network after step 2a, the authorization procedure for eRelay-UE will be done during this procedure as described in clause 6.1.2.1.2. Step 2b happens after eRelay-UE’s successful attach procedure.

If the eRelay-UE has attached to LTE network but it is in idle mode when receiving PC5 information message, it will trigger the Service Request procedure to go into active mode after step 2a. The authorization information of eRelay-UE will be sent to eNB in the S1-AP message as described in Figure 5.3.4.1-1 of TS 23.401. Step 2b happens after eRelay-UE’s Service Request procedure.
3-4. The eRemote-UE sends a NAS Service Request message via eRelay-UE to its MME including the indication of Layer 2 relay access enabled and GUTI of the eRelay-UE.

5. Same with step 3 in Figure 5.3.4.1-1 of TS 23.401.

6. The eRemote-UE’s new MME sends an Authorization Request message to the eRelay-UE’s MME including the IMSI of the eRemote-UE, GUTI of the eRelay-UE and Layer 2 relay access enabled indication. The eRelay-UE’s MME checks in the eRelay-UE’s MM Context whether this eRemote-UE is allowed to access the LTE network via the eRelay-UE and sends an Authorization Response message to the eRemote-UE’s new MME including the Authorization Result, eRelay-UE’s eNB UE S1AP ID and eRelay-UE’s MME ID.
7. The eRemote-UE’s MME sends an Initial Context Setup Request message to the eNB including the indication of Layer 2 relay authorized and the eRelay-UE’s eNB UE S1AP ID. The eNB stores the authorization of the eRemote-UE accessing LTE network via the eRelay-UE. 
When the eNB receives the eRelay-UE’s eNB UE S1AP ID, it will know which eRelay-UE the eRemote-UE is authorised to access via and corresponding EPS bearers of the eRemote-UE will be mapped to eRelay-UE’s subsequently according to this information.
8. Same with steps 5-12 in Figure 5.3.4.1-1 of TS 23.401.

6.1.2.2
Impact analysis
eRemote-UE:
· It needs to request GUTI of eRelay-UE;
· It needs to include the indication of Layer 2 relay access enabled and GUTI of the eRelay-UE in the NAS message (i.e. Attach Request, TAU Request and Service Request).
eRelay-UE:

· It needs to respond with its GUTI to the eRelay-UE.
eRemote-UE’s MME:

· It needs to check with the eRelay-UE’s MME whether the eRemote-UE is authorised to be served by the eRelay-UE;
· It needs to send the eRemote-UE’s authorisation information to the eNB.
eRelay-UE’s MME:

· It needs to send the eRelay-UE’s authorisation information to the eNB;

· It needs to check whether the eRemote-UE is allowed to access the eRelay-UE and respond to the eRemote-UE’s MME about the result and the related information.
eNB:

· It needs to store the authorization information of the eRelay-UE and eRemote-UE.
6.1.2.3
Evaluation

* * * End of change * * * *
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